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The House of Representatives (Dewan Perwakilan Rakyat, DPR) and the
Executive Branch of the Government of Indonesia (GOI) are now revising Law 15/2002
concerning the crime of money laundering. They are doing so in response to pressure
from the Financial Action Task Force (FATF), the inter-governmental body that monitors
implementation of anti-money laundering laws in the global financial sector. Last year,
the FATF announced that it would consider applying sanctions against Indonesia if the
nation’s anti-money laundering law was not strengthened to meet international standards.

As they discuss revisions to Law 15/2002, one of the many issues that the Megawati
administration and the DPR should consider is how Indonesia’s anti-money laundering
law can be used to control illegal activities in the nation’s forestry sector. Illegal logging,
the most prominent form of forestry crime, is estimated to cost the GOI at least Rp 9
trillion, or US$ 1 billion, annually  (and according to some estimates, perhaps as much as
US$ 3.4 billion).  It is often linked to corruption, bribery, tax evasion, bank fraud, and
other types of criminal activity that are not unique to the forestry sector. Forestry crime
also causes extensive environmental damage, including loss of forest ecosystems and
many types of endangered wildlife.

The Indonesian government is currently engaged in numerous bilateral and multilateral
initiatives to combat illegal logging and other types of forest-related crime. By including
‘forestry crime’ as a predicate offense in Indonesia’s revised anti-money laundering law,
the GOI can take a significant – and potentially precedent-setting -- step toward
improving governance in both the forestry and financial sectors.

What is Forestry Crime?

Forestry crime can take many forms. In Indonesia, Law 41/1999 on Forestry defines no
fewer than 13 categories of criminal activities related to forests that are punishable by at
least 5 years in prison and fines of Rp 5-10 billion. Some of these include the following:

• Damaging infrastructure used for forest protection;
• Engaging in activities that promote forest degradation;
• Using or occupying portions of the Forest Estate (Kawasan Hutan) without

Ministerial approval;
• Logging within 500 meters of a reservoir;
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• Burning forest;
• Harvesting trees without required permits or licenses;
• Mining within the Forest Estate without Ministerial approval;
• Transporting forest products that are not accompanied by necessary permits;
• Bringing heavy equipment into the Forest Estate without required permits.

By far the most prominent form of forestry crime is a set of activities commonly known
as ‘illegal logging’. In Indonesia, it is widely estimated that between 60 and 80 percent of
the 60-70 million m3 of timber consumed by the nation’s domestic wood processing
industries annually is harvested illegally. In most forest-rich provinces, illegal logging
involves a range of actors including: corrupt forestry officials; military and police
personnel; illegal timber brokers; ‘licensed’ timber concession-holders operating beyond
the terms of their HPH contracts; local people engaged in informal logging; and shippers,
exporters, and customs officials.

It is often the case that illegal logging and other types of forestry crime are directly
related to criminal activities that are not unique to the forestry sector. Corruption, for
instance, is widespread as government officials routinely accept bribes in exchange for
logging concessions and harvesting permits. Timber companies frequently engage in tax
evasion by under-reporting the volumes of logs they harvest. Some Indonesian pulp and
paper producers have committed bank fraud by ‘marking up’ the cost of their
investments. Smuggling is also prevalent in the forestry sector as large volumes of timber
and other forest products are shipped out of Indonesia without the required permits.

The Ministry of Forestry has made it a policy priority to control illegal logging, and is
actively involved in numerous bilateral and multilateral initiatives. These include the
World Bank-sponsored Forest Law Enforcement, Governance, and Trade (FLEGT)
process and outstanding GOI commitments to the Consultative Group on Indonesia
(CGI). In 2002, the Indonesian government also signed Memoranda of Understanding
with the governments of the United Kingdom and China to take joint action to control the
international shipment of illegally harvested logs.

What Role do Banks Play?

It is sometimes assumed that illegal logging in Indonesia is largely conducted by small-
scale actors working on a cash basis with little need to obtain finance. However, banks
and other financial institutions do play an important role in funding both legal and illegal
forestry activities. Banks, for instance, routinely provide working capital for logging
activities; finance for plantation development; capital loans for wood processing
facilities; underwriting of bonds and commercial paper; purchase of corporate debt; and
trade finance, in addition to accepting deposits from forestry companies.

As the following figures indicate, the amounts of money flowing in and out of
Indonesia’s forestry sector are quite substantial:

• Forest industries generate over US$ 5 billion in annual export revenues.
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• Over US$ 15 billion has been invested in Indonesia’s pulp and paper sector
since the late-1980s.

• Before recent asset sales, IBRA held US$ 3 billion in forestry debt and US$
8.5 billion in pledged assets from forestry conglomerates.

• Bank Mandiri currently holds US$ 1.3 billion in outstanding forestry debt.
• The Ministry of Forestry ‘loses’ over US$1 billion per year due to illegal

logging

Significantly, most of Indonesia’s major forestry conglomerates controlled their own
banks before the 1997 financial crisis. In many cases, this provided them with a channel
for securing finance for illegal forestry practices, as well as a vehicle for manipulating
financial transactions associated with forestry sector investments.

Indonesia’s Money Laundering Law

According to Indonesia’s Financial Intelligence Unit (Pusat Pelaporan dan Analisis
Transaksi Keuangan, PPATK), ‘money laundering’ is defined as “a process or an act
with a purpose to conceal or disguise the origin of money or assets obtained from crime
followed by transforming them into assets as if they came from legal business activities.”

Under Law 15/2002, the crime of money laundering applies to financial transactions
involving Rp 500 million or more that were derived from a specified list of illegal
activities, or predicate offenses. Predicate offenses listed in Law 15 included: corruption;
bribery; smuggling of goods, workers, or immigrants; banking offences; trafficking o
narcotics or psychotropic substances; slavery; trafficking of women or children; trade in
illegal arms; kidnapping; terrorism; theft; embezzlement; and fraud.

As of June 9, 2003, the proposed revisions to Law 15/2002 include removal of the Rp 500
million minimum asset value, and the addition of several new predicate offenses. Notably,
the latest draft of the revised law includes ‘criminal activities in the forestry sector’ and
‘criminal activities in the environmental sector’ in the list of predicate offenses.

According to the PPATK, there are at least three ways to conceal or disguise the origin of
money or assets from the crime:

1) placement of proceeds from the crime into the financial system -- for example,
by opening a deposit account in a bank and/or by receiving loans or financing
from a bank which would be repaid with illegally obtained funds.

2) layering the proceeds from the crime by transferring the funds from one bank
to another bank and/or from one jurisdiction to another.

3) integrating the proceeds of crime into a legal business activity in order to
disguise or conceal the origin of the crime.
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In all three processes, banks and other types of financial institutions often play a very
important role in the process of money laundering.

How Does Money Laundering Work in the Forestry Sector?

To better understand how money laundering works in Indonesia’s forestry sector, it is
useful to consider a hypothetical example. Consider, for instance, the case of a plywood
mill located in Riau province that buys its raw materials from an unlicensed timber
company that is logging illegally in Bukit Tiga Puluh National Park. The plywood
company sells its panels to buyers in China, South Korea, and Taiwan through an
Indonesian marketing firm located in Hong Kong. Officers of both the timber and
plywood companies, as well as the Hong Kong marketing firm are aware that the logs
used to make the wood panels are being harvested illegally.

In order to disguise the fact that their companies’ profits have originated from illegal
activity, each of the three companies adopts a different strategy. The timber company
places the illicit proceeds into the financial system by depositing the funds into a bank
account under a fictitious name. The marketing company layers the money by routing its
financial transactions through another bank based in the Cayman Islands. The plywood
company integrates its profits into a legal business activity by investing in a tourist resort
in Bali.

In all three cases, the companies involved have taken steps to make money that has been
derived from illegal activity appear as if it has come from fully legitimate sources. If
‘forestry crime’ were specified as a predicate offense by Indonesia’s anti-money
laundering law, then each of these companies could potentially be prosecuted for
engaging in money laundering. Significantly, this applies not only to the timber and
plywood companies located in Indonesia, but also to the Indonesian marketing company
based in Hong Kong. To the extent the financial institutions involved were complicit in
these efforts to disguise the illicit origins of the funds in question, they too could be
prosecuted for money laundering offenses.

Benefits of Linking Forestry to Money Laundering

There are a number of ways in which forestry crime could be linked to Indonesia’s
revised anti-money laundering law. The recent inclusion in the draft revised law of
forestry and environmental crimes in the list of predicate offenses is arguably one of the
most effective steps that can be taken in this regard. The potential benefits of making
forestry crime a money laundering offense include the following:

1) Banks will improve their due diligence practices for forestry loans: ‘Know Your
Customer’ rules would require banks to determine whether customers were engaged in
illegal activities. In the forestry sector specifically, banks would be obliged to take action
against customers found to be using illegally harvested wood.
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2) Banks will be required to monitor and report suspicious transactions: Law No.15/2002
defines these to be “transactions deviating from the profile and characteristics as well as
from the usual transaction patterns of customer concerned, including financial
transactions conducted by customers that can be reasonably suspected to be conducted
with the purpose of avoiding the reporting of transactions concerned as required by the
law.” The fact that approximately 70 percent of Indonesia’s timber is being harvested
from illegal sources raises important questions about what constitutes ‘suspicious
transactions’ in the forestry sector. Within this context, it is conceivable that banks could
be obliged to treat any transaction involving forestry activities as being a form of
‘suspicious transaction’ – at least until the forestry company provided evidence to the
contrary. This, in turn, could lead to significant improvements in the levels of
transparency and corporate accountability in the forestry sector.

3) Government will have new tools to enforce forestry and financial laws: The inclusion
of forestry crime as a money laundering offence would expand the GOI’s enforcement
options by enabling it to cut off finance for illegal logging. In addition to prosecuting
actors that are directly involved in harvesting timber illegally, the Government could also
prosecute the financial institutions that are funding them.

4) New jurisdictions will be open for enforcement and prosecution: With illegal logging,
it is often the case that the timber harvested and the money generated move offshore. In
contrast to forestry laws, anti-money laundering laws would allow the GOI to prosecute
Indonesian citizens who may be involved in money laundering offences, regardless of
whether they are acting within or outside of Indonesia’s borders. Under FATF,
enforcement of anti-money laundering laws is also facilitated by cooperation with other
jurisdictions.

Need for Ministry of Forestry Leadership

Since April 2003, CIFOR has engaged in a series of discussions with the GOI’s Financial
Intelligence Unit in an effort to secure coverage of forestry crime in the revised anti-
money laundering law. In early June, the PPATK included ‘criminal activities in the
forestry sector’ and ‘criminal activities in the environmental sector’ in the list of
predicate offenses in the draft revised law that has been submitted to the DPR for
ratification.

There is currently a pressing need for the Ministry of Forestry to exercise leadership on
this issue in order to ensure that forestry crime is covered by Indonesia’s revised money
laundering law when it is ultimately ratified. In particular, the Ministry is uniquely placed
to communicate what the implications would be in terms of forestry law enforcement and
governance if forestry crime were made a money laundering offense. Until the law is
ratified by the DPR, it would be useful for the Ministry to communicate with the PPATK
and with the DPR commission about the importance of being able to apply the anti-
money laundering law in controlling illegal logging.
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Once it is ratified, the Ministry of Forestry will need to work closely with PPATK and
Indonesia’s main financial institutions and regulatory bodies to ensure the anti-money
laundering law is effectively enforced with regard to forestry crime. These institutions
include Bank Indonesia, Bapepam (the Indonesian Stock Exchange Commission), the
Director General of Financial Institutions at the Ministry of Finance. Bank Indonesia has
issued ‘know your customer’ (KYC) regulations for banks, while Bapepam has issued
these for securities companies and the DG of Financial Institutions has issued them for
non-bank financial institutions. KYC regulations require banks and other financial
service providers to identify their clients’ identity, to monitor their clients’ transactions,
and to report suspicious transactions to the PPATK. The Ministry of Forestry will have
an important role to play in helping banks and other financial service institutions to better
understand what constitutes ‘suspicious activity’ in the forestry sector, and how such
activities can be monitored.

Timeline for Next 6 Months

The Ministry of Forestry and Indonesian civil society groups currently have an
opportunity to secure coverage of forestry crime in the nation’s revised anti-money
laundering law. To do so, they will need to engage actively with the PPATK to ensure
that the recent inclusion of forestry and environmental crimes in the list of predicate
offenses for money laundering remain in the proposed law until it is enacted. Key points
on this timeline include the following:

June 2003  Bilateral meeting between FATF and GOI concerning the process of revising
Law No.15/2002 (2 June in Tokyo)

GOI sent the proposed revised law to DPR (9 June)

FATF meeting to decide whether Indonesia will be included on the list of
Non-Cooperative Countries and Territories (NCCT) (24 June in Berlin)

Deliberation of the proposed revised law in DPR by Commission II and
Commission IX (June-Oct 2003)

July 2003  PPATK to sign MoU with Bank Negara Malaysia to fight money laundering
crime committed by Indonesia and Malaysia organizations and individuals (31
July)

Oct 2003   PPATK to be fully operational

Enactment of the revised anti-money laundering law (replacing Law
No.15/2002) by DPR and GOI

PPATK will establish targets for the enforcement of money laundering crimes
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